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- .
DDA 86-1228
11 July 1986
MEMORANDUM FOR: Chairman, Intelligence Information Handling Committee
FROM: William F. Donnelly
CIA Representative to NTISSC
SUBJECT: Proposed Policy: "Protection of Sensitive, But Unclassified
Information in Federal Government Telecommunications and
Automated Information Systems"
REFERENCE: Multi-Adse Memo fm Chairman, IIHC, dtd 9 July 1986,
Samne Subject
1. The draft policy on sensitive information as written is acceptable.
2. Please consider this the response for the Agency. It is written on
behalf of the Comptroller and the Executive Director to whom you directed
queries.
STAT

William F. Donnelly <r

ORIG:DDA:WFDonnelly:be
Distribution:
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Central Intelligence Agency
Washington, D.C. 20505

EA/Executive Director

10 July 1986

Note For: DDA

"

33

/
Brenda tells me that you retained your

NTISSC hat, so I guess this is yours. Feel
free to answer direct.

Let me know if you need any leg work
done.

Comptroller received a copy but is bowing
out of action.

Would appreciate a copy of whatever goes

STAT out.
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The Dicector of Centra) Intefligence
Wadnagion, D C. 3050%
Indellicenec Community Staff

. DC1/1CS Pe-4173
’ 9 July )

|
MEMORANDUM FOR: ;See Distribution

FROM:

Al

Chairman, Intelligence Information Handling Committee

Subject: Proposed Policy: “Protection of Sensitive, But Unc

Information in Federal Government Telecommunication
Automated Information Systems®

assified
and

W .

1. asked that we
. prepare a response on
attached draft pohgy statement for sensitive, but unclassig'?ed infomtion
prepared by the National Telecommunications and Information Systems Security
Committee (NTISSC) establishcd by NSDD-145.

The Systems Security S
Group, established by NSUD-145 to oversee its mplzuenution‘ ﬁn':t by
Chairman of the ¥11SSC to develop this policy. )

2. The draf{ policy was developed and revised b °
y the subcommittees of
NTISSC in responje to recommendations provided by the NTISSC members ip. ﬂt\:e
NTISSC recommend¢d approval of this policy at its last meeting. We

apprecfate receiying your coaments including specific recommended ¢

- * ‘
};g:-in, Vine-ou}l form with supporting rationale, not later than COB| 14 Jﬂ;ﬂ
Attachment:

Oraft Policy on Sensitive Information
i

UNCLASSIFIED

A

i ' .
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- THE WHITE HOUSE
WASHINGYON ‘5‘.

July 1, xn& ; ‘l%[o

MEMORANDUM FOR LIEUTENANT GENERAL WILLIAM E. ODOM
National Manager, NT1SS )

THE HONORABLE DONALD C. LATHAM
Chairman, NTISSC - LN

THE HONORABLE RONALD 1 SPIE
. RS
Under Secretary of State for Management

MR. ROBERT M, KIMMITT
General Counsel
Department of Treasury

MR. .JOHN N. .RICHARDSON
Senior Special Assistant to the

Assistant to the Atto
- and Chief of stafe Fney General

Dcpartment of Justice

MR. PHILIP A, DUSAULT
| Acting Associate Director

Natij 1
ongn. Security and International Affaire,

VICE ADMIRAL EDWARD A. B
Director ORKHALTER

Intelligence Community Stafg

SUBJECT: Proposed Polic - 5
y: Protection of
Unclassified Information in rederf:nt‘tlvc, But
Telecommunications ang Automated Information

Systems® l
At the first NSDD-145 SSSG Me mbe |
etin
Chairman, NTISSC was instructed tq in Dece e 1935L the

N O prepa
Policy for the protection of sensitive? ;:t.uzg;ﬁiiz’:::"

The encloged draft polic
d Y statement for sensitiy
fied information pPrepared by the NTISSC, ig forv:;d tf::c;:;:i-

review and comment. Reque
by July 15, 1986¢. quest your concurrence and/or comments
!

I
2 2 "t
Attachment Rodhy a/.uuéuuii'ﬂ

Tab A Draft Policy pxecutive Secretary

| \\4557 National Security Council
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FEQERAL GOVERRMENT TELECOMMUNICATIONS ARD )
INFORMATION SYSTEMS

SECTION I - POLICY

Federal Departments and Agencies shall ensure
munications and automated information systems

. sensitive, but unclassified 1nformntion, will
. information to the level of
. .

Process personal and financial |4
provided to it by itg

. dinformation wvhile in
4 Departments and Agenc

Yy
the possession of U.S. Gover
ies and entities.

SECTION 1T - DEFINITION

Sensitive, but unclassified governnme

nt informa
1nfornation, the loss,

National interesats
include, but are not limited to, the wide range of €,
human, financial, industrial, agricultural, technol ical and
law enforcement government {nf

ormation and assets of the
United Sthtes in addition to national 4
relations_matters

efense and-f?r.lqn

SECTION III - APPLICABILITY ‘

This policy applies to all Federal Executive Branch '
Departments and Agencies,

entities and contractors which
electronically transfer, store, Process, or communidate
sensitive, but unclassified Federal Government information.

i 1
SECTION IV - RESPONSIBILITIES !

Thie policy assigns the responsibili

ty to the heads of Federal
Government De

pPartments and Agencies for determining what
information is sensitive, but unclassified; and for providing
Systems protection of such

. communicated, transferred, Processed, or
communications and automated information systems,

L/

‘ : : 000901030002-7
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Federal vaernment Department and Agency heads chqlﬂ.

a. Determine which of their Departmen

t's or A?oncy'c
1nformatipn is sensitive, but unclassified. |

i

b. Edentify those categories of information tﬁ
generate and those categories of information

the public which warrant protection as sensitive during their
communication or Processing via government telecommynications

Or automated information systems. Thisg deternlnatiQn should

be based on the Department®s or Agency's responsibi ities,
policies, and experience,

and those imposed by Federal
statutes, as well as Nati

onal Manager guidance on areas that
potential adversaries have targeted. !

c. ;dentlfy the systems which ele
&tore, transfer,

A
ctronically process,
information.

or communicate sensitive, nnclns;i#iod

- 4. Determine in coordination with the Rational Manager,
ag . appropriate, the threat to an

4 the vulnerability iof those
identified systems and; :

~e. Develop, fund and implen
auvtomated information security pr
consistent with th
Coordination with
satisfy their secu

ent a telecommunications and
ogram, to the extent

eir mission responsibilities and in

the Natfonal Manager, ag appropriate, to
rity or protection requirements,

The National Manager shall provide
Government Departments and Agencies
their telecommunications and automat

protection needs, and to develop the
architectures,

guidance and assistance to
to identify ana document

ed information ystams
necessary securiity

|
)

pral
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URLLADIIP ILD

The Director of Central Intelligence
' Wasiagion, D C. 39308
Intelligence Community Staff

ocl/1cs 173
9 July

|
MEMORANDUM FOR: Fee Distribution

A}

FROM: Chairman, Intelligence Information Handling Conmittee
Subject: Proposed Policy: “Protection of Sensitive, But Unclassified
Information in Federal Government Telecommunicationy and
Automated Information Systems” ]
|
V. Vice Admiral Burkhalter asked that we prepare a response on
attached draft policy statement for sensitive, but unclassified tnformation
prepared by the National Telecommunications and Information Systems urity
Committee (NTISSC) established by NSDD-145. The Systems Security St¢ering

Group, established by NSUD-145 to oversee its implementation, fnst
Chatrman of the §i1SSC to develop this policy.

2. The draf{ policy was developed and revised by the subcommit
NTISSC in respone to recommendations provided by the NTISSC members
NTISSC recommend¢d approval of this policy at its last meeting. We
appreciate receiying your comments, including specific recommended ¢

};ge‘-in, Vine-ou} form with supporting rationale, not later than COB| 14 July

Attachment: :

Draft Policy on Sensitive Informatio
i

. e o v———

UNCLASSIFIED
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THE WHITE HOUSE

WASMINGYON

duly 1, qu

MEMORANDUM FOR LIEUTENANT GENERAL WILLIAM E. OoDOM
National Manager, WTISS

THE HONORABLE DONALD C. LATHAM
Chairman, NTISSC

THE HONORABLE RONWALD I. SPIERS
Under Secretary of State for lanaqc-qmt

MR. ROBERT M. KIMMITT
General Counsel

Department of Treasury

MR. JOHN N. RICHARDSON
Senior Special Assistant to the

Assistant to the Attorney Ceneral
K and Chief of stafrf

Department of Justice

MR. PHILIP A, DUSAULT
Acting Associate Director
' National Security
| OMB

VICE ADMIRAL EDWARD A. BURKHALTER
Director

Intelligence Community Staff %
SUBJECT: Proposed Policy:

s and Automated In
Systems*®

At the first NSDD-145% SSSG Meetin

Chairman, NTISSC was instructed to Prepare a comprehensive

policy for the protection of sensitive, but unclagsified
information handled by Federal Governme
and automated informati

determination of what i
the heads of Government
entities;‘

The enclo::d draft policy statement for sensitive,
fied info

review and comment.

g in December, 1985, the

on systems and to leave the

Departments and Agencies, a

40488

and International lkfllro;

tion

s sensitive to national interests to

=UROIT/K ¥

%z

“Protection of Senlltlvo. But
Unclassified Information in Federal ernaent
Telecommunication fo

nt telecommunications

t unclassi-
ation prepared by the NTISSC, is forwarded for your

Request your concurrence and/or comments
by July 15, 1986.

A YT 'l‘.:\

. Yy B. MiDanie
::ﬁaihmentbraft Policy | Txecutive Secr
. Rational Security Cowncil
| \57 |
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PROTEQTION OF SENSITIVE, BUT UNCLASSIPIED 3
FEOERAL GOVERNMENT T ICATIONS AND A

INFORMATION SYSTEMS

SECTION I - POLICY

Federal Departments and Agencies shall engure ihut
munications and automated info

rmation systems handl ng
sensitive, but unclascified tnforuution. will prote¢t that

3 information to the level of threat of exploitation
‘ associated potential danage to the nati

provided to it b

Y its citizens as well
information whi

Agencies and entities.

SECTION XY - DEFINITION

processing via federal gove
communications or automated information systens,
adversely affect the national interests,
commercial business of the United States. Nationa
include, but are not limitea to, the wide range of
human, financial ‘

law enforcement government information

United Stiptes in addition to nationa
rclationslnatters.

SECTION III - APPLICABILITY

This policy applies to
Departments and Agencie
electronically transfer, store,
sensitive, but unclassified

all FPederal Executive Branch

Federal Government info

SECTION IV - RESPONSIBILITIES

This policy assigns the responsibility
Government Departments

and Agencies for determining
information is sensitive, but unclassified;
Systems protection of such information which is el

. communicated, transferred, processed, or stored on
communications and automated information systems.

s

A

Or process personal angd financial @

16R000901030002-7

- e e s —

|

t

lecom-

as compan cieta
le in the possession of U.8. Govozn:::: y
Departments and

industrial, agricultural, technolggical ane
and assets of the
1 defense and_foreign

1
i
i
1
!

8, entities and contractors vhich
process, or communicdate

tion.

-1

to the heads of Federal

t i
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Federal Government Department and Agency heads ohnlﬂ:

a. Determine which of their Department's or

Agency's
information is sensitive, but unclassified. ’

b. dentify thosge categories of information
generate and those categories of information they obtain from
the public which warrant protection as sensitive duzring their
communication or Processing via government telecommynications
Or automated information

systems. This determinati should
be based on the Department's or Agency's responsibi fities,
policies, and experience, and those imposed by Pederal
Statutes, as well as Nati

onal Manager guidance on areas that
potential adversaries have targeted. !

c. jdentify the systems which elect
store, transfer,

ronically étoco-t,
information.

or communicate sensitive, unclassified
1

i
i

g Manager,
e vulnerability of those

4. Determine in coordination with the Ratfiona
&8 appropriate, the threat to and th
identified systems and 3

‘e. Develop, fund and implement a te
avtomated information security program, to the extent
consistent with their mi

ssion responsibilities and in
coordination with the Na

tional Manager, ag appropriate, to
sntisty their security or Protection requirements, ;

The National Manager shall provide guidance and ascﬂ.t.nco to
Government Departments and Agencies

to identify ana at
their telecommunicationg and automated information f't"'

protection needs, and to develop the necessary security
architectures.

leco-nunicitiont and

; L
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